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SECURITY BY DESIGN

Warum?

- Shift Left: Günstiger in Planung als in Produktion

- Angriffsfläche wächst mit Cloud, Technologien, Tools, 
Abhängigkeiten

- Standards (ISO27001), Regulatorien (CRA, NIS2, GDPR)

Wie?

- Planung: Threat Modeling, Security Requirements, Risikoanalyse

- Entwicklung: Analyzer, Secrets Scanner, SBOM, Security Header

- Testing: OWASP ZAP, SAST/DAST, Dependency Scans

- Betrieb: Managed Identities, Key Vault, Defender for Cloud

- Wartung: Patch-Management, Monitoring, Incident Response
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OWASP TOP 10

A01:2025 - Broken Access Control

- Fehlende Berechtigungsprüfung, CORS, Elevation of Priviledge

A02:2025 - Security Misconfiguration

- Test Mode in Production, Default Credentials, Log Configuration

A03:2025 - Software Supply Chain Failures

- Vulnerabilities

A04:2025 - Cryptographic Failures

- Weak Hashing, Fehlende Verschlüsselung, Self Signed Certificates 

A05:2025 – Injection

- SQL, XML, Command Line, LDAP
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A06:2025 - Insecure Design

- Threat Modeling

A07:2025 - Authentication Failures

- Session Hijack, Bruteforce, Fehlendes oder unsicheres MFA,  

A08:2025 - Software or Data Integrity Failures

- Trusted Repos, Digital Signatures

A09:2025 - Logging & Alerting Failures

- Sensitive Daten in Logs, Keine Logs für verdächtige Aktivitäten

A10:2025 - Mishandling of Exceptional Conditions

- Sensitive Daten in Exceptions, Denial of Service, Fehlender Rollback



Threat Modeling

- PlantUML/Markdown, Microsoft Threat Modeling Tool, OWASP 
Threat Dragon, IriusRisk

Non-Functional Requirements

- AuthN /AuthZ, Verschlüsselung, Logging/Monitoring, Datenschutz, 
Verfügbarkeit, …

STRIDE

- Spoofing (Identitätsbetrug)

- Tampering (Manipulation)

- Repudiation (Abstreitbarkeit)

- Information Disclosure (Informations-Leaks)

- Denial of Service (Unverfügbarkeit)

- Elevation of Priviledge (Rechteausweitung)

Alternativen: PASTA, AttackTrees, FMEA

PLANUNG
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Microsoft Threat Modeling Tool overview - Azure | Microsoft Learn

https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool


ENTWICKLUNG

Statische Codeanalyse (SAST)

• Static Application Security Testing 

• .NET Analyzer, ESLint, Sonar, Astrée …

• Secret Scanner (GitLeaks, Trufflehog, …)

Software Supply Chain

• Vulnerabilities

• Lizenzen

• Software Bill of Materials (SBOM)

Web App Security

• Rate Limiting

• Security Headers

Logging

• Compliance Redaction
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Dependency-Track | Software Bill of Materials (SBOM) Analysis | OWASP

https://dependencytrack.org/
https://dependencytrack.org/
https://dependencytrack.org/


Dynamisches Testen (DAST)

• Dynamic Application Security Testing

• OWASP ZAP, Burpsuite, Aikido, …

• MITRE Caldera, MITRE ATT&CK

Security Tests

• Input Validation (NaughtyStrings)

Security Header Test

(External) Penetration Tests

TESTING
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OWASP ZAP

https://www.zaproxy.org/


BETRIEB

Secrets & Identity Management

• Secret Rotation

• Azure Key Vault

• Managed Identities

Monitoring & Threat Protection

• Microsoft Defender for Cloud

• Microsoft Sentinel

Compliance & Governance

• Azure Policy

• Azure Log Analytics

• Data Masking & Encryption

Infrastruktur- & Netzwerk-Sicherheit

• Patch Management (VM, Container)

• Netzwerksegmentierung

• Customer Managed Keys
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