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SECURITY BY DESIGN

Warum?

Shift Left: Glnstiger in Planung als in Produktion

Angriffsflache wachst mit Cloud, Technologien, Tools,
Abhangigkeiten

Standards (ISO27001), Regulatorien (CRA, NIS2, GDPR)

Wie?

Planung: Threat Modeling, Security Requirements, Risikoanalyse
Entwicklung: Analyzer, Secrets Scanner, SBOM, Security Header
Testing: OWASP ZAP, SAST/DAST, Dependency Scans

Betrieb: Managed Identities, Key Vault, Defender for Cloud

Wartung: Patch-Management, Monitoring, Incident Response

SECURE SOFTWARE DEVELOPMENT
" LIFECYCLE (SSDLC)

Wartung Planung

Betrieb

Testing Entwicklung
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‘owaspTOP10 . . R e

A01:2025 - Broken Access Control ~ A06:2025 - Insecure Design

- Fehlende Berechtigungsprufung, CORS, Elevation of Priviledge ? - Threat Modeling
A02:2025 - Security Misconfiguration _ . A07:2025 - Authentication Failures
- Test Mode in Production, Default Credentials, Log Configuration . -Session Hijack, Bruteforce, Fehlendes oder unsicheres MFA,
A03:2025 - Software Supply Chain Failures A08:2025 - Software or Data Integrity Failures
- Vulnerabilities I - Trusted Repos, Digital Signatures
A04:2025 - Cryptographic Failures ._ A09:2025 - Logging & Alerting Failures
- Weak Hashing, Fehlende Verschlusselung, Self Signed Certificates . -Sensitive Daten in Logs, Keine Logs fur verdachtige Aktivitaten
A05:2025 - Injection : A10:2025 - Mishandling of Exceptional Conditions
-SQL, XML, Command Line, LDAP . - Sensitive Daten in Exceptions, Denial of Service, Fehlender Rollback
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PLANUNG
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e § LAt TIPE Threat Dragon, IriusRisk

enenc External
Interactor

rEEs e Non-Functional Requirements
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- Spoofing (Identitatsbetrug)

soofed by an attacker and this may lead to information disclosure by Genesic Data Store. Consider using a standard authentication mechanism to identify

- Tampering (Manipulation)

- Repudiation (Abstreitbarkeit)

Threat Properties | Mates - no entries

- Information Disclosure (Informations-Leaks)

Microsoft Threat Modeling Tool overview - Azure | Microsoft Learn

- Denial of Service (Unverfugbarkeit)
- Elevation of Priviledge (Rechteausweitung)

Alternativen: PASTA, AttackTrees, FMEA



https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool
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ENTWICKLUNG

Statische Codeanalyse (SAST)
» Static Application Security Testing

* _.NET Analyzer, ESLint, Sonar, Astrée ...
* Secret Scanner (GitLeaks, Trufflehog, ...

Software Supply Chain

* Vulnerabilities

* Lizenzen

» Software Bill of Materials (SBOM)
Web App Security

* Rate Limiting

* Security Headers

Logging

* Compliance Redaction
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Dependency-Track | Software Bill of Materials (SBOM) Analvsil[é | OWASP
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Server Side Code Injection [90019]

Remote 0S Command Injection [90020]

XPath Injection [90021]

Application Error Disclosure [90822] &
XML External Entity Attack [90023]

Generic Padding Oracle [90024]

Expression Language Injection [90025]

SOAP Action Spoofing [90026]

Cookie Slack Detector [90027]

Insecure HTTP Method [90028]

SOAP XML Injection [90029]

WSDL File Detection [90030]

Loosely Scoped Cookie [90833]

Cloud Metadata Potentially Exposed [908034]
Server Side Template Injection [90835]
Server Side Template Injection (Blind) [90036]

WARN-NEW: Missing Anti-clickjacking Header [10020] x 11
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WARN-NEW: Strict-Transport-Security Header Not Set [18035] x 11
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WARN-NEW: Content Security Policy (CSP) Header Not Set [10@38] x 11
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OWASP ZAP

TESTING

Dynamisches Testen (DAST)

* Dynamic Application Security Testing
«  OWASP ZAP, Burpsuite, Aikido, ...

« MITRE Caldera, MITRE ATT&CK
Security Tests

* |nput Validation (NaughtyStrings)
Security Header Test

(External) Penetration Tests


https://www.zaproxy.org/

BETRIEB

Secrets & ldentity Management

* Secret Rotation

* Azure Key Vault

* Managed ldentities

Monitoring & Threat Protection

* Microsoft Defender for Cloud

* Microsoft Sentinel

Compliance & Governance

* Azure Policy

* Azure Log Analytics

 Data Masking & Encryption
Infrastruktur- & Netzwerk-Sicherheit
* Patch Management (VM, Container)
* Netzwerksegmentierung

* Customer Managed Keys

v
v
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Microsoft Defender for Cloud | Recommendations

uons

General
O Overview
7 Setup
Recommendations
Attack path analysis
Security alerts
Inventory
. Cloud Security Explorer
Workbooks
Community

e Diagnose and solve
problems

Cloud Security
J Security posture
Regulatory compliance
Workload protections
Data and Al security

Network security
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Environment 0 Azure 5 AWS 0 9
type: subscriptions accounts

Defender CSPM

_ Recommendations by risk
< Y@ Prioritized by rce level risk factors and
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Risk level (O
Notevaluated @ 2 Al network ports should be restricted on nei
Notevaluated @ Auditing on 5QL server should be enabled

Notevaluated @ 7 Auditing on 5QL server should be enabled
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